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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND SYSTEMS
FOR POWER UTILITY AUTOMATION -

Part 90-12: Wide area network engineering guidelines

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for/sfandardization comprising

all national electrotechnical committees (IEC National Committees). The object o to promote
international co-operation on all questions concerning standardization in the elgctxical and eI fields. To
this end and in addition to other activities, IEC publishes Internat|ona| Stan I icati ,

Technical Reports, Publicly Available Specifications (PAS) and Guides o as “IEC

with the International Organization for Standardization (ISO) i hQe WA ondjtions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matfers ¢

3) IEC Publications have the form of recomf
4) In order to promote |nternat|ona| unlforml

5) IEC itself does not proyide

assessment servig® ¢
services carried ‘-@ i

6) All users should enSuyé tha
7) No liability shall g

8) Attentio

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall'nhot be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 61850-90-12, which is a technical report, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
57/1536/DTR 57/1576/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61850 series, published under the general titte Communication
networks and systems for power utility automation, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.ch" in the data related to
the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

that it contains colours which are considére for the correct
understanding of its contents. Users shoul i i document using a
colour printer.

&
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INTRODUCTION

Utilities use data networks to interconnect equipment between their premises, over distances
from under a kilometer to thousands of kilometers, called a “Wide Area Network” of WAN.

WANs encompass communication means of different nature (optical, radio, power line carrier,
copper, etc.), with a variety of topologies (rings, trees, meshes, etc.), using different protocols
(SDH/SONET, Ethernet, IP, MPLS, etc.), medium sharing (packet switching, time division
multiplex, etc.) and for different applications (teleprotection, SCADA, voice, video, etc.).

This contrasts with substation automation networks as described in the LAN Engineering
Guidelines (IEC TR 61850-90-4), which are based on one technology itched Ethernet),
make extensive use of Layer 2 multicast (GOOSE, SMV, PTP, et

The IEC 61850 suite sets up numerous requirements on the net
achieve them:

e |EC 61850-5 specifies the basic requirements for d : Rs._used\ in Power Utility
Automation networks;

e |EC 61850-7 focuses on data modelling, leaving ection details;

e |EC 61850-8-1 and IEC 61850-9-2 specify in nication within substations;

e |EC TR 61850-90-1 describes substatign4 specifies the requirements
for communication, defines object\moude -to-substation teleprotection,

e |EC TR 61850-90- the transport of
synchrophasor data betv S ol centres and defines a tunneling protocol
as well as a

e |[ECTR 6185 - nes for network engineering focused on Ethernet-
based real-time avaiablg” networks in substations. Some of these guidelines
are applicabl

e |EC 60870 FC 61968 and IEC 61970 (CIM) describe the information

interchange at the ica layer without specifying the network.

deals separately with application, transport or network layer
o comprehensive engineering guides for wide-area and real-time
networks for contcol and protection. The growing success of IEC 61850 calls for guidelines for
engineering the WAN

Complementing IEC TR 61850-90-4, this Technical Report proposes guidelines for wide-area
and real-time networks for various IEC 61850-based applications including teleprotection,
wide area measurement, protection and control (WAMPAC), power system monitoring (WASA,
WAMS), operation SCADA, and condition monitoring and diagnosis (CMD) and non-
operational traffic.

This Technical Report is based on existing standards for semantics, services, protocols,
system configuration language and architecture. It is based on work done by various
IEC working groups including:

e Power system IED communication and associated data models;

1 To be published.
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Energy management system application program interface;
Data and communications security;

Interoperability within TC 57 in the long term;

Industrial networks;

Highly Available Automation Networks.

Contributions were included from:

IEEE 802.1 WG (Higher layer LAN protocols);
IEEE 1588 WG (Precise Networked Clock Synchronization);
IEEE Power System Relaying Committee (PSRC);

UCA International Users Group;

The North American Synchrophasor Initiative (NASPI);
CEN/CENELEC/ETSI Smart Grids Coordination Group;
CIGRE working groups D2.26, D2.28, D2/B5.30, D2.35;4at

Different utilities, providers and research institutes,~i the_Lentral Research
Institute of Electric Power Industry (Japan), X (Canada), Swissgrid
(Switzerland) and ENEL (ltaly).

O

2 Numbers in square brackets refer to the bibliography.
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COMMUNICATION NETWORKS AND SYSTEMS
FOR POWER UTILITY AUTOMATION -

Part 90-12: Wide area network engineering guidelines

1 Scope

This Technical Report is intended for an audience familiar with electrical power automation
based on IEC 61850 and particularly for data network engineers and system integrators. It is

for the
IEC 61850

This Technical Report provides definitions, guidelines, a
engineering of WANSs, in particular for protection, control and
and related standards.

This Technical Report addresses substation-to-sybstatio

transmission via GOOSE and SM
synchrophasor data.

network.

This Technical Repo

engineering. Q

The following/docuinerys, hQle or in part, are normatively referenced in this document and
are indispensa M\ ation. For dated references, only the edition cited applies. For
3 latest edition of the referenced document (including any

IEC 60050, Internatigrial Electrotechnical Vocabulary

IEC 60834-1, Teleprotection equipment of power systems — Performance and testing — Part 1:
Command systems

IEC 60834-2, Performance and testing of teleprotection equipment of power systems — Part 2:
Analogue comparison systems

IEC 60870-5-104, Telecontrol equipment and systems — Part 5-104: Transmission protocols —
Network access for IEC 60870-5-101 using standard transport profiles

IEC 61400-25 (all parts), Wind turbines — Communications for monitoring and control of wind
power plants

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems
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IEC 61588:2009, Precision clock synchronization protocol for networked measurement and
control systems

IEC 61850-5:2013, Communication networks and systems for power utility automation —
Part 5: Communication requirements for functions and device models

IEC 61850-8-1, Communication networks and systems for power utility automation — Part 8-1:
Specific communication service mapping (SCSM) — Mappings to MMS (ISO 9506-1 and ISO
9506-2) and to ISO/IEC 8802-3

IEC 61850-9-2:2011, Communication networks and systems for power utility automation —
Part 9-2: Specific communication service mapping (SCSM) — Sampled values over ISO/IEC
8802-3

C37.118

IEC 61869-9, /n@

nagement and associated information exchange — Data
: Communication network and system security —

IEC 62351-3, PowerSystems management and associated information exchange — Data and
communications security — Part 3: Communication network and system security — Profiles
including TCP/IP

IEC TS 62351-4, Power systems management and associated information exchange — Data
and communications security — Part 4: Profiles including MMS

IEC TS 62351-5, Power systems management and associated information exchange — Data
and communications security — Part 5: Security for IEC 60870-5 and derivatives

IEC TS 62351-6, Power systems management and associated information exchange — Data
and communications security — Part 6: Security for IEC 61850

3 To be published.
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IEC TS 62351-7, Power systems management and associated information exchange — Data
and communications security — Part 7: Network and system management (NSM) data object
models

IEC TS 62351-8, Power systems management and associated information exchange — Data
and communications security — Part 8: Role-based access control

IEC TS 62351-9, Power systems management and associated information exchange — Data
and communications security — Part 9: Cyber security key management for power system
equipment4

IEC TR 62351-10, Power systems management and associated informatigr-exchange — Data
and communications security — Part 10: Security architecture guidelines

IEC 62351-11, Power systems management and associated informati
communications security — Part 11: Security for XML files ®
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